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INTRODUCTION 
The Company is committed to protecting personal data and ensuring that individuals can exercise their legal rights in relation 
to that data. 
 
Under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, individuals have the right to 
obtain confirmation that their personal data is being processed and to access that data. This is known as a Subject Access 
Request (SAR). 
 
This policy sets out how the Company will manage and respond to SARs to ensure compliance with legal requirements and 
to maintain a consistent and fair approach. 
 
WHAT IS PERSONAL DATA? 
“Personal data” is any information relating to an identifiable person who can be directly or indirectly identified in particular 
by reference to an identifier, including your name. 
 
“Special categories of personal data” includes information relating to:  
 

• race 

• ethnic origin 

• politics 

• religion 
• trade union membership 

• genetics 

• biometrics (where used for ID purposes) 

• health 

• sex life 

• sexual orientation. 
 
INFORMATION YOU ARE ENTITLED TO 
When you make a subject access request, we will carry out a reasonable and proportionate search for the personal data we 
hold on you that you have requested. You will be informed of: 
 

• whether or not your data is processed and the reasons for the processing of your data  

• the categories of personal data concerning you 

• where your data has been collected from if it was not collected from you 

• anyone who your personal data has been disclosed to or will be disclosed to, including anyone outside of the 
EEA and the safeguards utilised to ensure data security 

• how long your data is kept for (or how that period is decided) 

• your rights in relation to data rectification, erasure, restriction of and objection to processing 

• your right to complain to the Information Commissioner if you are of the opinion that your rights have been 
infringed 

• the reasoning behind any automated decisions taken about you. 
 
RESPONSIBILITY 
The designated Company Data Champions are responsible for the handling of Subject Access Requests (SARs) in our business. 
 
The duties of the Data Champions include but are not limited to: 
 

• Log the receipt and fulfilment of all requests received from a data subject/the person making the request/ 
requestor to see his or her personal information. 

• Acknowledge the subject access request (SAR). 
• Verify the identity of any person making a SAR. 

• Maintain a database on the volume of requests and compliance against the statutory timescale. 

• Verify whether if we are the controller of the data subject’s personal data. 

• Check if we are not a controller, but rather a processor. If so, inform the data subject and refer them to the 
actual controller. This needs to be recorded in writing. 

• Where applicable, decide if a request is excessive, unfounded or repetitive and communicate this to the 
requestor. 

• Decide if an exemption applies. 

• If a SAR is submitted in electronic form, any information should preferably be provided by electronic means as 
well. 
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MAKING A SUBJECT ACCESS REQUEST 
Although subject access requests may be made verbally, we would advise that a request may be dealt with more efficiently 
and effectively if it is made in writing. If you wish to make a request, please use the Subject Access Request form (Appendix 
1). 
 
Requests that are made directly by you should be accompanied by evidence of your identity. If this is not provided, we may 
contact you to ask that such evidence be forwarded before we comply with the request. 
 
Requests made in relation to your data from a third party should be accompanied by evidence that the third party is able to 
act on your behalf. If this is not provided, we may contact the third party to ask that such evidence be forwarded before we 
comply with the request. 
 
HOW DO WE VERIFY THE REQUESTOR’S IDENTITY? 
The requestor must supply valid evidence to prove their identity. 
 
We may verify the requestor’s identity either through a phone call where we ask questions that only the requestor will know 
the answers to or by requesting forms of identification. 
 
We accept the following forms of identification: 
 

• Current UK/EEA Passport 

• UK Driving Licence 

• Financial Statement issued by bank, building society or credit card company 

• Utility bill for supply of gas, electric, water or telephone landline 
 
HOW WE PROCESS THE REQUEST 
Our aim is to determine what information the requestor is asking for. If the request is not clear, or where if we process a large 
quantity of information about an individual, the UK GDPR permits us to ask the individual to specify the information the 
request relates to. Where this applies, we will proceed with a request for additional information. 
 
We must verify whether we process the data requested. If we do not process any such data, we must inform the data subject 
accordingly. 
 
We will comply with your request without delay and at the latest within one month unless one of the following applies:  
 

• in some cases, we will be unable to supply certain pieces of information that you have requested. This may be 
because it is subject to legal privilege or relates to management planning. Where this is the case, we will inform 
you that your request cannot be complied with and an explanation of the reason will be provided 

• we require extra time because the requests are complex or numerous. In these circumstances, we will write to you 
within one month of receipt of your request to explain why an extension is required. Where an extension is 
required, information will be provided within three months of the date of the original request.  

 
Any employee, who receives a request from one of the Data Champions to locate and supply information relating to a SAR, 
must make a full exhaustive search of the records which they are responsible for or owns. This may include but is not limited 
to emails (including archived emails and those that have been deleted but are still recoverable), Word documents, 
spreadsheets, databases, systems, removable media (for example, memory sticks), recordings, paper records in relevant filing 
systems. 
 
The relevant Data Champion should check whether the data requested also involves data on other data subjects and make 
sure this data is filtered before the requested data is supplied to the requestor; if data cannot be filtered, ensure that other 
data subjects have consented to the supply of their data as part of the SAR. 
 
We will provide the personal data requested unless an exemption applies under data protection legislation. This may include, 
for example, information subject to legal privilege, confidential references, or management planning information. Any 
exemption will be applied on a case-by-case basis, and where information is withheld, the individual will be informed of the 
reason where appropriate. 
Information will be supplied in an intelligible and accessible form, and we will explain any acronyms, codes or complex terms 
where necessary. 
 
Subject access requests will normally be handled free of charge. However, we may charge a reasonable fee where a request 
is manifestly unfounded, excessive or repetitive, or where further copies of the same information are requested. Any fee will  
be based on the administrative cost of providing the information. 
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MANIFESTLY UNFOUNDED REQUESTS  
The request may be manifestly unfounded if the following applies:  

• you clearly have no intention to exercise your right of access 

• the request is malicious in intent and is being used to harass the Organisation with no real purposes other than to 
cause disruption  

• the request makes unsubstantiated accusations against the Organisation or specific employees 

• you are targeting a particular employee against whom you have some personal grudge 

• you systematically send different requests to the Organisation.  
Please note that all requests will be considered carefully in the context of which they are made.  
 
We may also refuse to deal with your request, or part of it, because of the types of information requested. For example, 
information which is subject to legal privilege or relates to management planning is not required to be disclosed. Where this 
is the case, we will inform you that your request cannot be complied with and an explanation of the reason will be provided. 
 
EXCESSIVE REQUESTS 
The request may be excessive if the following applies:  

• it repeats the substance of previous requests and a reasonable interval has not elapsed 
• it overlaps with other requests. 

 
REFUSING A REQUEST 
The Company may refuse to comply with a subject access request if it is manifestly unfounded or excessive, or if it is repetitive.  
In these circumstances, we will write to you without undue delay and at the latest within one month of receipt to explain 
why we are unable to comply. You will be informed of the right to complain to the Information Commissioner’s Office and to 
a judicial remedy.  
 
COMPLAINTS 
Where a requestor is not satisfied with a response to a SAR, we must manage this as a complaint. We must advise the 
requestor that if they remain unhappy with the outcome they may complain to the Information Commissioner’s Office or 
take legal action against us. 
 
BREACH OF POLICY 
Failure to comply with this policy may result in disciplinary action. 
 
A serious breach may include, but is not limited to, unauthorised disclosure of personal data, failure to respond to a subject 
access request within statutory timescales without reasonable justification, deliberate misuse of personal data, or repeated 
failure to follow the Company’s data protection procedures. 
 
Serious breaches may be treated as gross misconduct and could result in dismissal. 
 
REFERENCES 
Personal data contained within confidential references given or received for the purposes of employment, education, 
training, volunteering or the provision of services may be exempt from disclosure under data protection legislation. 
Where a subject access request includes information relating to a reference, the Company will consider each request on a 
case-by-case basis, taking into account the confidentiality of the reference and the individual’s right of access. 
Where appropriate and lawful, relevant information may be disclosed, which may be redacted where necessary. 
 
 
 
 
 
 
APPENDIX 1 
 
SUBJECT ACCESS REQUEST FORM 
 
You can use this form if you wish to make a request under current Data Protection legislation to receive a copy of personal 
data that the Company holds about you in accordance with the Company’s Subject Access Request Policy.  
 

 
Name of applicant: 
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(Please also provide any other names under which you 
have been employed, for example a maiden name) 
 

 
Are you an employee, ex-employee or job applicant: 
 

 
Employee/ ex-employee/ job applicant* 
(*delete as appropriate) 

 
Company location and employing department (if 
applicable): 
 

 

 
Relevant employment dates (as applicable): 
 
(a) Commencement date 
(b) Termination date 
(c) Date of job application 
(d) Date of job interview 
 

 

 
Please specify precisely the personal data that you are 
requesting and give as much information as possible 
to enable the personal data to be located, including: 
 
(a) The specific documents or files you wish to see. 
(b) The names of any individuals or departments 

whom you believe may hold the personal data 
you have requested. 

(c) Any other information which will assist us in 
searching for the personal data you have 
requested. 

 

 

 
Address to which you would like the personal data to 
be sent: 
 
 
 
 

 

 
Contact telephone number: 
 
 

 

 
The items of copy documentation you have supplied 
with this request form as evidence of your identity 
and address (for example, a driving licence, passport 
or identity card as evidence of identity and a recent 
bill from a utility company or bank or credit card 
statement as evidence of address): 
 

 

 
 
Before any requests are granted, the Company will need to verify your identity by requesting appropriate documentation 
proof of identify and address verification, such as passport, driving licence, etc., in accordance with the Subject Access 
Request Policy. 
 
By completing this form, I accept that I am making a request under the General Data Protection Regulations to receive a copy 
of specified personal data that the Company holds about me.  By signing below, I confirm that I am the data subject named 
above and that you can contact me if necessary if you wish to obtain further identifying information before agreeing to my 
request. 
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I acknowledge that you may also need to contact me to obtain any further information that you require to enable you to 
comply with my request. 
 
I understand that it may take up to 30 days from receipt of this form, or from receipt of any further information you request 
from me, which is required to enable you to comply with my request, before a reply to my request is provided to me. 
 
I also acknowledge that the Company is only obliged to disclose personal data that is held about me either on a computer or 
as part of a relevant filing system. 
 
 
Signed by applicant:  ……………………………………………………….……….….. 
 
 
Date:    ……………………………………………………….……….….. 
 
Once completed, this form should be forwarded to the Human Resources Manager at hr@assuredgroup.org  
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